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CONTRIBUTION

o Description of the lattice-based digital signature scheme qTESLA

o Sketch of a security reduction from the hardness of the decisional LWE problem

o Instantiation with provable secure parameters

o Constant-time reference implementation

o AVX2-optimized implementation

o Comparison



DESIGN OF QTESLA



QTESLA‘S SECURITY ASSUMPTION

qTESLA keys: 

sk = s, e1, … , ek
pk = a1, … , ak, b1, … , bk

RLWE distribution: 

Sample    s, e1, … , ek ←σ Rn

a1, … , ak ←$ Rn,q

Compute bi = ais + ei mod q, i = 1,… , k
Return      ai, bi , i = 1,… , k

?(ai, bi)𝑖=1,…,𝑘
(ai, bi) ←RLWE Rn,q × Rn,q

(ai, bi) ←$ Rn,q × Rn,q

D-RLWE problem [Regev05,LPR12]
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QTESLA SIGN AND VERIFY

Hash c(sk, y,m)

Compute potential signature z = y + sc

Check to ensure acceptance during verify

Check to ensure security

Input: sk,m

Sample random y ∈ Rn,q

Output: signature z, c ∈ Rn,q × Rn,q









Signature generation

Check c′ = c ?

Check security property

Input: pk, z, c ,m









Signature verification

Hash c′(pk, z, c,m)

Output:     or 

Simple operations:

• Sampling

• Hashing

• Comparison

• Multiplication and addition



SECURITY OF QTESLA



SECURITY OF QTESLA

qTESLA is secure against quantum adversaries

as long as D-RLWE is quantum hard.

Security reduction:

If there exists a polynomial-time quantum adversary A that breaks the security of qTESLA

then there exists an algorithm S that solves D-RLWE in polynomial time.



Goal:

𝛆𝐀 ≤ 𝐟 𝛆𝐒

𝐭𝐀 ≥ 𝐠( 𝐭𝐒)

= Pr[ A forges valid     although (ai, bi) random] 

SECURITY REDUCTION

𝛆𝐒 ≥ Pr[ S returns “RLWE” correctly] - Pr[ S returns “RLWE” incorrectly] 

qTESLA attacker A
after 𝐭𝐀
with 𝛆𝐀

D-RLWE solver S after 𝐭𝐒
with 𝛆𝐒

pk =
(ai, bi)i=1,…,k

(ai, bi)i=1,…,k
“$“

Hash oracle oracle

if is valid

return “RLWE“

else

return “$“

If there exists a quantum adversary A that breaks qTESLA

then there exists an algorithm S that solves D-RLWE.

Bit security λ(η)
of qTESLA

≈

“RLWE“

Bit hardness η
of D-RLWE 

Tight reduction

Finally:

𝛆𝐀 ≤ 𝛆𝐒 + ε qs, qh, λ, m, d

𝐭𝐀 ≥ 𝐭𝐒− t(qh, qs, d, B, q, h, LS, LE)

= 𝛆𝐀 − Pr[A distinguishes real/simulated sign]

… #ops to solve/break 

instance
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QUANTUM SECURE PARAMETERS

Choose targeted security level λ

Choose 1st level parameters

Compute all parameters

D-RLWE hardness ≥ λ + 2 ?

Return parameters



Estimate hardness of D-RLWE



QTESLA‘S PARAMETERS
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EXPERIMENTAL EVALUATION OF QTESLA



COMPARISON (REFERENCE IMPLEMENTATION) 

Lattice

Symmetric

Multivariate

Speed-up 1.5x

(mainly due to

polynomial

multiplication)



liboqs

library

• Simple arithmetic operations

• Tight quantum reduction from D-RLWE

• Provably-secure parameters

• Implementation security

SUMMARY 
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implementation
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submission in PQ 

standardization
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