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RSA Encryption Scheme 
Choose primes p, q, Compute n = p ⋅ q
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RSA Encryption Scheme 
Choose primes p, q, Compute n = p ⋅ q

dn

Find d such that 3 ⋅ d mod p− 1 q− 1 = 1 cd mod nmod n =⇒ 3 c

Encryption: 
3
mod n = c

Cipher text c Decryption:
3 c mod n =

cd mod n =
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and Adleman

secret

public



Visit uwaterloo.ca 



Security of RSA
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We can break RSA if … 
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The Quantum Threat



Shor‘s Quantum Algorithm
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RSA module n = pq of  uwaterloo.ca
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Quantum computing: 
State-of-the-art and estimations

2035
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Better safe than sorry: 
`s PQ Standardization Effort

GOAL: 
standardize cryptographic algorithms that are secure against quantum adversaries
= post-quantum or quantum-secure algorithms

• Public-key encryption scheme & key encapsulation mechanisms
• Digital signature schemes



Better safe than sorry: 
`s PQ Standardization Effort
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Signature Schemes KEMs/PKEs
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candidates – 2nd round

Multivariate Code-basedLattice-based
Hash/symmetric

-based
Isogeny-based

17332 9

Signature PKE / KEM

With courtesy of Denis Butin and Johannes Buchmann
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Introduction to Lattices



Definition lattice
Definition 
L ⊆ ℝn is called a lattice if L is a 

• discrete and
• additive subgroup of ℝn.

Definition 
L ⊆ ℝn is called a lattice if ∃ b1, … , bm linearly independent such 
that
L = {  i=1

m xi ⋅ bi, xi∈ ℤ, 1 ≤ i ≤ m } .

We then call B = b1, … , bm a basis of L = L(B). 

⇔



𝟎

Definition Lattice
Lattice L
• Additive subgroup of ℝ2: 
• 0 ∈ L

• v1, v2 ∈ L → v1 + v2 ∈ L
• v ∈ L ∃ − v ∈ L such that v + −v = 0

• Discrete



Basis of L

𝐛𝟐

𝐛𝟏

B = b1, b2 , L B = ℤb1 + ℤb2

𝟎



Two bases of L

B′= b1
′ , b2′ , L B

′ = ℤb1′+ ℤb2′

𝐛𝟐‘

𝐛𝟏‘𝐛𝟐

𝐛𝟏

B = b1, b2 , L B = ℤb1 + ℤb2

𝟎



Determinant of L

B′= b1
′ , b2′ , L B

′ = ℤb1′+ ℤb2′

𝐛𝟐‘

𝐛𝟏‘𝐛𝟐

𝐛𝟏

B = b1, b2 , L B = ℤb1 + ℤb2

𝟎

𝐝𝐞𝐭 𝐋 = 𝐝𝐞𝐭(𝐁𝐓𝐁) = 𝐯𝐨𝐥(𝐏 𝐁 )



Shortest Vector Problem (SVP)

𝐛𝟐
‘
𝐛𝟏
‘

Find a shortest non-zero lattice vector

𝟎

Given: B

Find: v ∈ L(B),≠ 0 : v = min v v ∈ L} =: λ1(L)

Problem (Shortest Vector Problem (SVP))



Shortest Vector Problem (SVP)

𝐛𝟐
‘
𝐛𝟏
‘

Find a shortest non-zero lattice vector

𝟎

Given: B

Find: v ∈ L(B),≠ 0 : 𝑣 = λ1(L)

Problem (Shortest Vector Problem (SVP))

Given: α ≥ 1, B

Find: v ∈ L(B),≠ 0 : ‖𝑣‖ ≤ αλ1(L)

Problem (𝛂-SVP)

Find a short lattice vector



Solving the SVP

B′= b1
′ , b2′ , L B

′ = ℤb1′+ ℤb2′

𝐛𝟐
‘
𝐛𝟏
‘

𝐛𝟐

𝐛𝟏

B = b1, b2 , L B = ℤb1 + ℤb2

𝟎



Lattice reduction – LLL Algorithm

26

1976 19971977 1982

Arjen Lenstra, 
Hendrik Lenstra,  
László Lovász

+ Polynomial runtime (in dimension)

- Basis quality (shortness/orthogonality) is poor

• Currently fastest lattice reduction used to break 
lattice problems: 
Block Korkine Zolotarev (BKZ) algorithm

• BKZ uses LLL as subroutine



Lattice-Based Cryptography



Short Integer Solution Problem

=  0 mod q

“short“ s

Problem (Short Integer Solution Problem (SIS))

Given : A ←$ ℤq
n×m,β

Find: s with s ≤ β such that As = 0 mod q 

1976 19971977 19961982

Ajtai



Example instance SIS

29



Learning With Errors Problem

LWE problem
by Regev

=+ mod q

1976 19971977 20051982

Given: (A,b) with A ←$ ℤ𝑞
𝑚×𝑛, s ←𝜎 ℤ

𝑛, e ←𝜎 ℤ
𝑛,b = As + e mod q

Find: s

Problem (Learning with Errors (LWE))

1996



Example instance LWE

31



Learning With Errors Problem

1976 19971977 20051982

Given: (A,b) with A ←$ ℤ𝑞
𝑚×𝑛, s ←𝜎 ℤ

𝑛, e ←𝜎 ℤ
𝑛,b = As + e mod q

Find: s

Problem (Learning with Errors (LWE))

1996

Let  s ←𝜎 ℤ𝑞
𝑛 and Ds

𝐿𝑊𝐸 → (A, As + e mod q)

Given: (A,b)

Decide: (A,b) ← Ds
𝐿𝑊𝐸 or (A,b) ←$ ℤ𝑞

𝑚×𝑛 × ℤ𝑞
𝑛

Problem (Decisional LWE Problem)

LWE problem
by Regev



Solving LWE by solving SVP

=+ mod q

Given As + e = b mod q

𝟎

Construct

L = v ∈ ℤm|∃ x ∈ ℤn:
A b
0 1

⋅ x = v mod q

e ∈ L ∶
A b
0 1

−s
1

=
−As + b
0 ⋅ s + 1 ⋅ 1

=
e
1
=: v

Solve SVP in L to find 
e
1

Compute s from
b− e = As mod q

1

23



LWE-Based Encryption Scheme



Key generation
A =+ mod qS⋅ E B



⌊ ⌉

Encryption
A =+ mod qS⋅ E B

A =+ mod qS‘⋅ E‘B m

=+ mod qS‘⋅ E‘‘

C

B

V

+ mq/4 C‘

≈

A



⌊ )

⌊ ⌉

Decryption
A =+ mod qS⋅ E B

A =+ mod qS‘⋅ E‘B m

=+ mod qS‘⋅ E‘‘

C

B

V

+ mq/4 C‘

S C C‘ C S⋅

≈

C‘ - = m4/q

A



Security of LWE-based encryption schemes

Theorem 

Proof idea:
If there exists an adversary A that can break the IND-CPA security of the
encryption scheme, then we can construct an algorithm B that solves the
decisional LWE problem.

If the decisional LWE is hard then the encryption scheme is IND-CPA secure.



return b = b′

INDistinguishability under Chosen-Plaintext
Attacks (IND-CPA)

← KeyGen

←

b ←${0,1}

← Encrypt ,

AS E B

Security experiment

A Bm0 m1

mbA BC C‘

A B C C‘b′ ←
IND-CPA by
Goldwasser 

and Micali
1976 19971977 20051982 1996 1984



INDistinguishability under Chosen-Plaintext
Attacks (IND-CPA)

A B

⌊ ⌉= +S‘⋅ E‘‘B + q/4C‘

Proof idea:

?
m0

or

⌊ ⌉= +S‘⋅ E‘‘B + q/4C‘
?

m1

If can decide

then distinguishing the LWE-distribution from the uniform distribution.



⌊ )

Example
5 =+ mod 161⋅ 2 7

5 =+ mod 16-1⋅ 17 1

=+ mod 16-1⋅ 2

-4

7 + 14 -1

1 4 -1 -4 1⋅-1 - = 11/4

5



Correctness definition

An encryption scheme P is correct if
Pr Decrypt Encrypt m, pk , sk = m = 1

(randomness is taken over keys and random coins). 

Definition (Correctness of a PKE)

An encryption scheme P is 𝛅-correct if
Pr Decrypt Encrypt m, pk , sk = m ≥ 1− 𝛿.

Definition (𝛅 -Correctness of a PKE)



A

Example statement: 
Frodo NIST submission, Section 2.2.7 

⌊ )C S⋅C‘ - = m4/q

= ⌊ ⌉+S‘⋅ E‘‘B + mq/4 - +S‘⋅ E‘ S

A⌊ ⌉+S‘ E‘‘ + mq/4 - +S‘⋅ E‘ SA +S⋅ E=

= E S‘ + E‘‘ + E‘ S + mq/4⌊ ⌉



Discussion: 
Do you think the (in-)correctness of an encryption scheme impacts the security? Or is it merely

an inconvience one has to overcome, e.g., when implementing the scheme?



Impact of decryption errors
Every decryption error tells us…

E S‘ + E‘‘ + E‘ S ≥ 𝑞/2𝐵+1

or

E S‘ + E‘‘ + E‘ S < −𝑞/2𝐵+1

Many decryption errors reveal information about the secret key S.



“One failure is not an option…“



Impact of decryption errors
Every decryption error tells us…

E S‘ + E‘‘ + E‘ S ≥ 𝑞/2𝐵+1

or

E S‘ + E‘‘ + E‘ S < −𝑞/2𝐵+1

Every successful decryption tells us…

E S‘ + E‘‘ + E‘ S < 𝑞/2𝐵+1−𝑞/2𝐵+1 ≤

Even garther information from successful decryption.



Research at UW & Wrap-up



Post-quantum crypto at UWaterloo (and in KW)

Lattice-based

Isogeny-based

Design of cryptosystems

Cryptanalysis on classical and 
quantum computers

Efficient implementations

Adapting network protocols to 
post-quantum algorithms

Research areas PQ categories Research projects PQ companies 
in KW

Open Quantum Safe 
open source software 

project

graduate training 
program
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Conclusion

Classical
crypto

Shor‘s alg.
QC, NIST

p=…
q=…

𝟎

Defining & solving
lattice problems

SIS
LWE

=+

⌊ )

=+⋅

=+⋅ +

⋅

≈

- =

LWE-based
encryption

Nina Bindel
nlbindel@uwaterloo.ca
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