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RSA Encryption Scheme

Choose primes p,q, Compute n = p - q
Find d suchthat 3-dmod (p—1)(q—1) =1 = 3/cmodn = cYmodn
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RSA Encryption Scheme

Choose primes p,q, Compute n = p - q
Find d suchthat 3-dmod (p—1)(q—1) =1 = 3/cmodn = cYmodn
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Security of RSA
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The Quantum Threat



Shor’s Quantum Algorithm

Polynomial-Time Algorithms for Prime Factorization
and Discrete Logarithms on a Quantum Computer*

Peter W. Shor'

Abstract

A digital computer is generally believed to be an efficient universal computing
device; that is, it is believed able to simulate any physical computing device with
an increase in computation time by at most a polynomial factor. This may not be
true when quantum mechanics is taken into consideration. This paper considers
factoring integers and finding discrete logarithms, two problems which are generally
thought to be hard on a classical computer and which have been used as the basis
of several proposed cryptosystems. Efficient randomized algorithms are given for
Lese two problems on a hypothetical quantum computer. These algorithms take
wmber of steps polvnomial in the input size. e.g.. the number of digits of the




RSA module n = pq of uwaterloo.ca

n= 273604916024253628286808401968125678222512225648848301444475582
684091349786424559699528464991268896522921662536421728937606542
253295727826451578926355351410294919495624131676743352400853934
388450570886567245647376641500219184973924982739274951955853250
778125299003602609909153109607449017942909145800556668152849928
946483213195163869596775967999290279297528946901761185637799933
977701807746433916758610488857192227547518916150739579460101352
960754709610452873217480010223661061472717886154557065765465778
707006297979608568580451265861608332178630310558234905523868142
32179570998341873251262081257275400886614852802269

.. in polynomial time




Quantum computing:
State-of-the-art and estimations
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Better safe than sorry:
NIST s PQ Standardization Effort

GOAL:

standardize cryptographic algorithms that are secure against quantum adversaries
= post-quantum or quantum-secure algorithms

* Public-key encryption scheme & key encapsulation mechanisms
* Digital signature schemes



Better safe than sorry:
NIST s P(Q Standardization Effort

Large-scale QC

(Quantum Manifesto)
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NIST candidates — 2nd round

Signature PKE / KEM

Hash imetri
ash/symmetric Code-hased Isogeny-based

Multivariate Lattice-based
-based

With courtesy of Denis Butin and Johannes Buchmann
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David Jao,

Geovandro Pereira

Hash /symmetric

Multivariate Lattice-based Code-hased Isogeny-based
-based

CRYSTALS-Kyber — John Schanck

Ted Eaton, Nina Bindel — qTESLA Frodo — Douglas Stebila
NewHope — Douglas Stebila

NTRU - John Schanck

With courtesy of Denis Butin and Johannes Buchmann



Introduction fo Lattices
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Definition lattice

[, € R is called a lattice if L is a

* discrete and
~ * additive subgroup of R™.

i

L € R" is called a lattice if 3 by, ..., b, linearly independent such

that
L={Z{21Xi-bi, Xie Z,l SISm}

We then call B = (b4, ...,by,) a basis of L = L(B).




Lattice L
.« e e . * Additive subgroup of RZ.
Definition Lattice + 0ELv
* Vv,V EL->vi+Vv, EL
e velL3 —VELsuch’rhq’rv+(—V)=OV
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Basis of L

B = (bl' bZ)) L(B) — Zbl + sz



Two bases of L

B = (bl, bz), L(B) — Zbl + sz
B'=(b},b,), L(B") =Zb,"+Zb,’



Determinant of L

B = (by,b,), L(B) = Zb, +Zb,
B,= (bll,bzl), L(B,) — Zbll + szl




Shortest Vector Problem (SVP)

Problem (Shortest Vector Problem (SVP))
Given: B

Find: v € L(B),# 0: ||v]| = min{||v]| | v € L} =: A,(L)




Shortest Vector Problem (SVP)

Problem ( -SVP)

Problem (Shortest Vector Problem (SVP))

Given: B Given: « =1, B

Find: v € L(B),# 0: |lv|] = A,(L) Find: v € L(B),# 0: ||[v|| < od{(L)

Find a shortest non-zero lattice vector




Solving the SVP

B = (bl' bz), L(B) — Zbl + sz ° ¢
B,= (bll, bzl), L(B,) — Zbll + szl ®




Lattice reduction — LLL Algorithm

+ Polynomial runtime (in dimension)

= Basis quality (shortness/orthogonality) is poor

* Currently fastest lattice reduction used to break
lattice problems:
Block Korkine Zolotarev (BKZ) algorithm

Arjen Lenstra,
e BKZ uses LLL as subroutine

Hendrik Lenstra,
Laszlé Lovasz



Lattice-Based Cryptography



Short Integer Solution Problem

Problem (Short Integer Solution Problem (SIS))

Given: A <4 Zg™™, B

Find: s with |[s]| < B such that As = 0 mod q

“short“ s




Example instance SIS
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Learning With Errors Problem

Problem (Learning with Errors (LWE))
Given: (Ab) with A «¢ Z7V™, s «; 7", e <5 Z",b = As + emod q

Find: S

I I+ | I B ‘
LWE problem

by Regev
-@.@-QIQ.@—@»




Example instance LWE




Learning With Errors Problem

Given: (A,b) with A «¢ ZIV™,s <, I", e <, L™ b = As + e mod g
Find: s

Problem (Decisional LWE Problem)

let s <, Z7 and D" — (A, As + e mod q)

Given: (A,b) LWE problem

Decide: (A,b) « DIWE  or (Ab) ¢ ZM*" x ZT! by Regev
S $ %q q

|
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| Solving LWE by solving SVP o

l Il Nl

Construct

Given As + e = b mod ¢ —»0 A b

L={VEZm|E|XEZn: (O 1)-X=Vmodq}
e€L:
| (ﬁ ?)( 1S) - (o-_?i??1) - (i) —V

e Compute s from < a Solve SVP in L to find (e)

b—e =Asmodq 1




LWE-Based Encryption Scheme
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| Security of LWE-based encryption schemes

If the decisional LWE is hard then the encryption scheme is IND-CPA secure. \

Proof idea:
If there exists an adversary A that can break the IND-CPA security of the
encryption scheme, then we can construct an algorithm B that solves the

decisional LWE problem.




INDistinguishability under Chosen-Plaintext
Attacks (IND-CPA)

Security experiment

BERBD *KeyGe“
‘_ﬁlﬂ

IND-CPA by S
return [ b=Db] Goldwasser




| INDistinguishability under Chosen-Plaintext
Attacks (IND-CPA)

Proof idea:
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then . I . distinguishing the LWE-distribution from the uniform distribution.
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Correctness definition

Definition (Correctness of a PKE)

An encryption scheme P is correct if
Pr|Decrypt(Encrypt(m, pk),sk) = m|] =1

(randomness is taken over keys and random coins).

Definition (0 -Correctness of a PKE)

An encryption scheme P is O-correct if

Pr[Decrypt(Encrypt(m, pk),sk) =m] > 1 — ¢.




| Example statement:
Frodo NIST submission, Section 2.2.7

The next lemma states bounds on the size of errors that can be handled by the decoding algorithm.

Lemma 2.18. Let ¢ = 2P, B < D. Then de(@clk) ~ ¢) =k for any k,e € 7 such that 0 < k < 28 and
—q 2Bl < e < q.f'QBH.

BB~
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| Impact of decryption errors

Every decryption error tells us...

oo o-on -
or
oo o oE -

Many decryption errors reveal information about the secret key S.




“One failure is not an option..."

total work/queries

2117

work/queries to obtain next ciphertexts

a\\\\\
—— work “\%_%\
| —— query S~
20 21 22 23 24 25

available failing ciphertexts

CoST 16 'fnjje» _.)[‘ rst dco/'gp/do error



| Impact of decryption errors

Every decryption error tells us...

oo o-on -
or
oo o oE -

Every successful decryption tells us...

o< I R <o

‘ Even garther information from successful decryption.




Research at UW & Wrap-up



Post-quantum crypto at UWaterloo (and in KW)

Research areas

r

Design of cryptosystems

,
Cryptanalysis on classical and

quantum computers

1

\

r

Efficient implementations

,
Adapting network protocols to

post-quantum algorithms
\,

1

J
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graduate training
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PQ companies
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| Conclusion

Classical Shor's alg. Defining & solving LWE-based
crypto QC, NIST lattice problems encryption

Nina Bindel
nlbindel@uwaterloo.ca

THANKS
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