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| FUJISAKI-OKAMOTO TRANSFORM
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FORMER BOUNDS IN QROM

dP = T[rP, G] K = U[dP, F]
IND-CPA rPKE | N OW-CPA dPKE : > IND-CCA KEM
"""""" v dp , K
non-tight Tight 22
[HHK17]: original modular proofs in QROM; very non-tight
[SXY18]: tighter bounds using implicit rejection

[JZCWMI18,JZM19]: further improvements
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RANDOM ORACLE VS. QUANTUM RANDOM ORACLE

* Classical queries * Queries in superposition

* Queries and responses can be easily * Queries and responses are much
recorded harder to record [Zha19]

* Random oracle can be reprogrammed * Much harder to respond

adaptevely /reprogramm oracle

L

Possible but leads to less tight bounds



UNRUH'S ONE-WAY TO HIDING (02H) LEMMA
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OW-CPA DETERMINISTIC PKE TO
OW-CCA KEM
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| CONTRIBUTION — RELATION OF U CONSTRUCTIONS

IND-CCA : :

NDicen IND-CCA
CEM U  Gm— KEm Ui

IND-CCA

KEM U3

IND-CCA

KEM Uz + key

confirmation

Key confirmation:
(c, H(m)) « Encrc(pk, m)

Decr¢ (sk, (c, t)):
m’ « Decr(sk, c)
if Him") # t:return L
return m’
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* new O2H Lemma * This work comes from Oxford 2019 PQC
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* Modular proof showing KEMs almost as secure
as PKE in QROM (explicit + implicit)
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 FUJISAKI-OKAMOTO TRANSFORM "

- to be quantum: in QROM
dP =T|rP,G K = U|dP,F
IND-CPA rPKE [ [P, G] > OW-CPA dPkE [ 4P, F 5 IND-CCA KEM
“De-randomization® “Hashing™

rP = (Gen,, Enc,, Dec,) dP = (Geng, Ency, Decy)
Geng() = Gen;()

Encg(pk, m) = Encr(pk, m; G(m))
Decy(sk, c) = Dec.(sk, c)




