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AGENDA

‘) The Quantum Threat and How to Mitigate it
‘) The FIDO2 Cryptographic Protocol Flow

‘) End-to-End Post-Quantum FIDO2 Open-Source Implementation

‘ Challenges and Future Work
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' o1 The Quantum Threat and How to
Mitigate It
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https://docs.google.com/spreadsheets/d/1uyYXGlWE_ZgBl0urA_AgkZ38XdWvs3NavbeJ-9ZdqOA/copy
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NIST - PQC Process #1
6 year process to select the first set of algorithms
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NIST - PQC Process #1

iWe finally have standards for PQC!

o The 5th of July 2023 NIST announced its first set of standards

« They selected 4 candidates:
o CRYSTALS-KYBER (ML-KEM): FIPS 203 (key exchange)
o CRYSTALS-Dilithium (ML-DSA): FIPS 204 (digital signature)
o SPHINCS+ (SLH-DSA): FIPS 205 (digital signature)
- Falcon: coming soon

. Initial drafts are done (+200 pages of comments), final versions summer 2024
a priori
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NIST’s Post-Quantum Cryptography Competitions

#1

2016
First PQC
Competition

#2

#H3

Key Exchange
Digital Signatures

2023
Second PQC
Competition

Coming soon
Threshold cryptography
competition

Digital Signatures

Digital Signatures
Key Exchange
PKE

Key Generation
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(Some) challenges of PQC to existing systems

Larger keys, signatures,
ciphertexts, certificates, etc.

=‘{(%= Migration to new algorithms
W ) requires cryptographic agility

5\ Interconnected systems

Srane )

ﬂ;J
Compatibility with legacy
systems
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(Some) challenges of PQ authentication

Larger keys, signatures, Low capacity devices (hardware tokens,
Sl NEYDICVEIIIVCENC | smartcards, NFC, etc)

ViTeerile o= s oliianss | Large scale of authentication systems,
eftlEEReg el [l Se A | including end-user distribution

Interconnected systems, Start of migration with CAs vs end-user
"3t /) dependencies devices

@ Compatibility with legacy Reliance on hardware

systems
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ALLIANCE authentlcatlon

Addressing FIDO Alliance’s Technologies

in Post Quantum World

January 2024
4. FIDO Alliance’s Objectives for Post-Quantum Cryptography

FIDO Alliance’s objectives and approach to address post-quantum cryptography (PQC) include:

e Provide aseamless transition from the currently defined algorithm to PQC algorithms.
o This applies to both providers and Relying Parties.
e Active tracking of PQC algorithm development.

o Not all PQC algorithms may be suitable for FIDO Alliance specifications. Our intention is to track the various algorithms, and
the security agency recommendations, to determine their effectiveness.

e Ensure that each FIDO Alliance working group understands the impacts of PQC algorithms and crypto-agility, define the
migration strategy, and track the external dependencies of their standards (i.e., IETF efforts). A N\

C[2))

e Continue to provide guidance as PQC algorithms development and standardization progresses as well as the dependent NI/

standards.
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https://docs.google.com/spreadsheets/d/1uyYXGlWE_ZgBl0urA_AgkZ38XdWvs3NavbeJ-9ZdqOA/copy

FIDO2 = WebAuthn + CTAP

@ @ CTAP | | WebAuthn

& @ = ©

User USB/NFC Web Web_
Token browser application

L !
14 authenticateem



FIDO2 = WebAuthn + CTAP

15
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User USB/NFC Web Web_
Token browser application
WebAuthn

Sub-protocol between the client and the server to let the user authenticate into
the web service with the hardware token

CTAP (Client To Authenticator Protocol)
Sub-protocol between the token and the client to also ensure only browsers
trusted by the user can communicate directly with the token o
C))
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Registration
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User USB/NFC Web Web_

Token browser application
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Registration

B @ wis

User USB/NFC Web Web_
Token browser application

challenge random

. challenge, challenge, Info session info
key exchange + symm. encryption < «
Info Info
user gesture
(sk,vk) generate assertion keys
att generate attestation signature
[ / \,I ”
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Remote attestation in FIDO2

\

None

No attestation signature
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Self

Registration credentials are
self-signed. No token

kproperties are claimed.

Basic

A group of devices share
the same attestation
keypair.

Origin of signed attestation
records is indistinguishable
within the group.

Privacy /
Anonymity CA

Multiple attestation keys
per device (i.e. one per
each server to register
with).

Privacy / anonymity CA

certifies attestation keys
after verifying the device
characteristics / identity.

~

|:\
authenticate em



Remote attestation in FIDO2

N
None Self
No attestation signature Registration credentials are
L ) | self-signed. No token
\properties are claimed.
> . .
&| None  Self
E Basic
o
AnonCA |
Security
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Basic

A group of devices share
the same attestation
keypair.

Origin of signed attestation
records is indistinguishable
within the group.

Privacy /
Anonymity CA

Multiple attestation keys
per device (i.e. one per
each server to register
with).

Privacy / anonymity CA

certifies attestation keys
after verifying the device
characteristics / identity.

~

J

authenticateem

N\

) )
J )



Registration
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@ — CTAP
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|
User USB/NFC Web Web_

Token browser application

challenge random
~challenge, ~ challenge, Info session info
info info

key exchange + symm. encryption
user gesture

(sk,vk) generate assertion keys vk, att, more info
att generate attestation signature

Y

verify info, att
save vk
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Authentication
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User USB/NFC Web Web_

Token browser application

challenge random

key exchange + symm. encryption < F’ha”enge’ < _Cha”enge, Info session info
Info info
user gesture
(SK vk generate-assertionkeys— W& sig, more info o |
sig generate assertion signature > verify info, sig
-Save-vk—
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Quantum threat

B @ wis

User USB/NFC Web Web_
Token browser application

challenge random

key exchange + symm. encryption < challenge, _Challenge, info session info
Info Info
user gesture
(Skovk)-generate-assertionkeys— ¢ sig, more info - |
sig generate assertion signature > verify info, sig
-Save-vK—
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Theoretical Analysis of FIDO2’s Post-Quantum Security

4 N

Yes,
if signature scheme is PQ secure and if DH-based CTAP subroutine is
instantiated with a (PQ) KEIM.

N /
4 | ™
Use PQ signature and PQ KEM.
Increase output length of hash functions.
Use negotiation in WebAuthn to include PQ/hybrid signature algorithms.
S Use negotiation in CTAP 2.1 to include PQ/hybrid KEM. D

]
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Theoretical Analysis of FIDO2’s Post-Quantum Security

4 N

Yes,
if signature scheme is PQ secure and if DH-based CTAP subroutine is
instantiated with a (PQ) KEIM.

N /
4 | ™
Use PQ signature and PQ KEM.
Increase output length of hash functions.
Use negotiation in WebAuthn to include PQ/hybrid signature algorithms.
Use negotiation in CTAP 2.1 to include PQ/hybrid KEM. D
\
Cryptographic negotiations between User and Web Service similar to TLS.
Ensures backwards compatibility with legacy systems.
/
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Implementation details
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https://docs.google.com/spreadsheets/d/1uyYXGlWE_ZgBl0urA_AgkZ38XdWvs3NavbeJ-9ZdqOA/copy

Post-qguantum secure, In particular using
Dilithium and Kyber

=5 [—:] End-to-end flow is PQ secure

Open source on
https://github.com/sandbox-qguantum/pqc-fido2-impl
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https://github.com/sandbox-quantum/pqc-fido2-impl
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https://github.com/sandbox-quantum/pqc-fido2-impl/

“Libraries are where it all begins” - rita Dove

Trussed ozl Yubico

trussed-dev/fido-authenticator FI refOX Yubico/java-webauthn-server

mozilla/authenticator-rs
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https://github.com/sandbox-quantum/pqc-fido2-impl/
https://github.com/mozilla/authenticator-rs
https://github.com/Yubico/java-webauthn-server
https://github.com/trussed-dev/fido-authenticator

“Libraries are where it all begins” - rita Dove

PQClean pgc_kyber

PQClean/PQClean Argyle-Software/kyber

S
[
o
o
@©
=
-
%)
S
o

Mozilla
Trussed :
trussed-dev/fido-authenticator F I r efO X

mozilla/authenticator-rs
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libogs

open-quantum-safe/libogs-java
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Yubico

ubico/java-webauthn-serve
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https://github.com/sandbox-quantum/pqc-fido2-impl/
https://github.com/mozilla/authenticator-rs
https://github.com/Yubico/java-webauthn-server
https://github.com/trussed-dev/fido-authenticator
https://github.com/Argyle-Software/kyber
https://github.com/open-quantum-safe/liboqs-java
https://github.com/PQClean/PQClean

Object sizes of PQ WebAuthn
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(observed) & .OO I 94 .
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“Libraries are where it all begins” - rita Dove

PQClean &
PQClean/POClean § "\. . ‘_ ‘ S - LPCXprESSOSSS69
development board

T

Both use ARM Cortex-M33 or similar

Trussed & | l
trussed-dev/fido-authenticator = & ] NitroKey Hacker token with
—— NXP LPC55S69JEV98
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https://github.com/sandbox-quantum/pqc-fido2-impl/
https://github.com/trussed-dev/fido-authenticator
https://github.com/PQClean/PQClean
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ed25519

Falcon-512-FPU

Falcon-1024-FPU

Dilithium-2

Dilithium-3

Dilithium-5

Falcon-512-EMU

Falcon-1024-EMU

5,000,000 10,000,000 15,000,000 20,000,000 25,000,000 Clock cycles
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https://eprint.iacr.org/2022/405
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https://docs.google.com/spreadsheets/d/1uyYXGlWE_ZgBl0urA_AgkZ38XdWvs3NavbeJ-9ZdqOA/copy

Update FIDO2 specs

choice of algorithms, smooth
transition, backwards compatibility
with legacy hardware, etc.

Efficiency of PQC
large key sizes,
slower signature generation

Challenges
of PQ FIDO2

Update CAs, browsers

Change of hardware o
and web applications

Re-certification

Distribute new hardware
of hardware tokens

]
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THE FIDO CONFERENCE »

Summary h

e First steps in migrating FIDOZ2 protocol to
use PQC taken

o Steps ahead to guide the decision for
future specs:

o benchmarking different PQ >
algorithms (including hybrid).

o  while considering different modes
(attestation, key storage,
credential synchronization,
extensions).

K' Get involved! /
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Summary

e First steps in migrating FIDOZ2 protocol to
use PQC taken

o Steps ahead to guide the decision for
future specs:

o benchmarking different PQ
algorithms (including hybrid)

o  while considering different modes
(attestation, key storage,
credential synchronization,
extensions)
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Check out sandboxag.com/careers
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Research papers

e FIDO2, CTAP 2.1, and WebAuthn 2: Provable Security
and Post-Quantum Instantiation. Bindel, Cremers,

Zhao. [ePrint]

e Attest or not to attest, this is the question — Provable
attestation in FIDOZ2. Bindel et al. [ePrint]

Open source implementation

e E2E PO FIDOZ OSS using Kyber and Dilithium

Blog posts

e Is FIDOZ2 Ready for the Quantum Era?

e End-to-End PQ-:Secure FIDOZ2 Protocol

e O attest or not to attest, this is the question
k. SandboxAQ joins the FIDO Alliance
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https://eprint.iacr.org/2022/1029
https://eprint.iacr.org/2023/1398
https://github.com/sandbox-quantum/pqc-fido2-impl/tree/main
https://cryptographycaffe.sandboxaq.com/posts/fido2/
https://cryptographycaffe.sandboxaq.com/posts/pq-fido/
https://cryptographycaffe.sandboxaq.com/posts/fido2-attestation/
https://www.sandboxaq.com/post/sandboxaq-joins-the-fido-alliance-to-further-drive-the-use-of-secure-protocols-instead-of-passwords
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